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Welcome to the 2. 0 Revolution: Wall Street Memes 2.0 
 

You can see the complete Wall Street Memes 2.0 whitepaper on 
the website, this contains only information for the City of Memes, 
the Ethereum and BNB Play-to-Earn Property Simulation Game 
brought to you by the Wall Street Memes 2.0 Team. 

 
 

NOTE: PLEASE SEE DISCLAIMER, NOT FINANCIAL ADVICE. 

 
City of Memes 

 
City of Memes is a fork of the popular City of Paradies Property Game which 
has disappeared from the internet as we understand it due to infighting within 
the original Dev Team.  This presented an opportunity to create a fork of that 
game and provide it to our WSM20 family.  Created by our Dev, and modified 
with the WSM20 look and feel so it integrates seamlessly with the current and 
future WSM20 offerings.   

 
City of Memes is an Ethereum Play-to-Earn platform in which you can earn 
daily rewards by playing a property simulation game.  At this point we have 
not integrated the referral system that City of Paradise had, but we may 
implement that in a future version. 
 

Property Plans 
 

Elevate your earnings 
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Rewards Table: 
 

Property $Price Est. Hourly Return Est. Daily Return Days Est. Total Return 

Cottage 50 0.06 USDT 1.44 USDT 100 144 USDT 

House 100 0.17 USDT 4.08 USDT 100 408 USDT 

Villa 200 0.42 USDT 10.08 USDT 100 1008 USDT 

Hotel 500 1.25 USDT 30 USD 100 3000 USDT 

 

Mechanism 

 
Earn passive income : Unlock profits with property on BNB Chain and the Ethereum 
Blockchain’s Play-to-Earn platform! 

 
1. In order to own properties, players need to buy properties and rent land from the 

governor. 
2. The player owns a property on the land and starts generating hourly profits from 

it. 
3. After 100 days the contract ends, the land and properties will be taken over by the 

governor. 
4. To maximize profits, players can buy multiple properties. 

 
Deposits 

 
By clicking on the 'Buy' button, your wallet provider will ask approval to spend USDT 
token, make sure you make approval in amount of needed by City of Memes (Main 
Price + Rent Land). 
 
After the approval, wallet provider will ask again for submitting the buy transaction, this 
procedure will move your USDT balance in amount of (Main price + Rent Land) to City 
of Memes Smart Contract. 

            
After those 2 transactions are confirmed, your owned properties will shown in your 
account on City of Memes. 

 
Withdrawls 
 
By clicking on the 'Withdraw' button, wallet provider will ask for withdrawal confirmation, 
after the transaction confirmed, your money should transferred to your address.  
 
Conditions apply to withdraws is listed below : 
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1. Minimum balance to withdraw is 10 USDT 
2. Maximum withdrawal 5000 USDT a day 
3. Only one withdrawal per day 

 
Upon withdrawal, 10% of the amount will be deducted and distributed as follows: 

• System Fee : 2% 
• Referral levels 1-3 : 2% 
• Referral level 4-7 : 0.5%  



Last Updated: 

WHITEPAPER 
10/9/2023 

$WSM20 Page 5 | of 13 

 

 

Security Audit 
 

Our commitment to providing our WSM20 Family quality products and safety, our 
contracts are always verified, and Audited where it makes sense to do so. The original 
City of Paradise contract which we have cloned for City of Memes went through a 
thorough crypto security Audit (Reference City of Paradise Gitbook which you can find 

online), 
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operations, which can lead to website changes, withdrawal function closes, etc. One always 
has the option to do this through the contract.  Any concerns about the project themselves 
need to be raised directly to the project owners and not through Haze Security. 
 
Investors are not in any way obliged, coerced, or influenced to invest in projects audited by 
Haze Security.  We are not responsible for your funds or guarantee you profits.  We highly 
recommend that investors do their own research and gain crypto experience before investing 
   

 

Conclusion: 
 
The CITYOFPARADISE/CityofMemes (clone) Smart-Contract found no vulnerabilities, no 
backdoors, and no scam scripts. 
 
The code was tested with compatible compilers and simulated manually reviewed for all 
commonly known and specific vulnerabilities. 
 
So, the CITYOFPARADISE Smart-Contract is safe for use in the Binance smart chain main 
network. 
 
Smart contract information: 
✤CityOfParadise Clone: CityofMemes 
•Contract Name: CityofMemes 
•Compiler Version: v0.5.10+commit.5a6ea5b1 
•Optimization Enabled: No 
•License: MIT license 

 
Contract Overview Checklist 
The code was tested with compatible compilers and simulated manually reviewed for all 
commonly known and specific vulnerabilities. 

 
Vulnerability description status 
Visibility of functions and variables Passed 
Compiler error Passed 
ROI Investment Plan Warning 
Transfer Block Passed 
Floating pragma Passed 
Timestamp dependence Passed 
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Deprecated solidity functions Passed 
Gas limit and loops Warning 
Front running Passed 
User balance manipulation Passed 
Dos with revert Passed 
Dos with block gas limit Passed 

Reentrancy security Not 
used 

Malicious libraries Passed 
Integer overflow/underflow Passed 
Using inline assembly Passed 
Missing event emission Passed 
Missing zero address validation Passed 
Use of tx.origin Passed 
Oracle security Passed 
Outdated compiler version Warning 
Block values as a proxy for time Passed 
Presence of unused code Passed 
Data consistency Passed 
Money giving bug Passed 
Unnecessary use of SafeMath Warning 
Self-destruct interaction Passed 
Signature unique id Passed 
Weak sources of randomness Passed 
Optimize code and efficient gas fee Warning 

 
 
CRITICAL ISSUES 

 
 
(Critical, high 

severity) 

 
 
0 

HIGH ISSUES (High, medium 
severity) 1 

ERRORS, WARNINGS (Medium, low 
severity) 0 

OPTIMIZATION (Low severity) 1 
RECOMMENDATIONS (Very low severity) 0 
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High Issue 
 
The system used is called ROI and must be considered HIGH-RISK. 
Users' principal deposits cannot be withdrawn; users can get dividends and referral 
commissions. Dividends are paid from deposits of other users. Do always invest with proper 
knowledge and investigation. 
 
Optimization Suggestions 
 
Loop on the dynamic variable (low severity).  If the user gets more parallel deposits, his 
withdrawal transaction is going to cost more transaction fees because the loop on the 
dynamic variable is used in the 'withdraw' function.  In case exceeding the GAS limit of the 
size of the transaction, withdrawal is not possible. 
 
Note: This comment is relevant only if a user creates an excessive amount of parallel 
deposits (more than 100). 
 
Independent description of the smart-contract functionality 
The CITYOFPARADISE/CityofMemes (clone) smart contract provides the opportunity to 
invest a certain amount of USDT in the contract and gets different daily profit on investment 
in 100 days if the contract balance has enough funds for payment. 
 
✤ All dividends are calculated at the moment of request and available for withdrawal only 
once a day. 
✤ Each subsequent deposit is kept separately in the contract to maintain the payment 
amount for each deposit. 

 
FOUR INVESTMENTS PLAN 
Plans Total Return Daily Profit Days Deposit amount Rent     Withdraw 
1  288%  2.88%  100  50 USDT 5 USDT  Every 24 hours 
2  408%  4.08%  100  100 USDT 10 USDT Every 24 hours 
3  504%  5.04%  100  200 USDT 20 USDT Every 24 hours 
4  600%  6%  100  500 USDT 50 USDT Every 24 hours 
 
✤Users must pay a deposit amount + rent amount to invest in each plan. 
For example, a user has to pay 55 USDT to invest in Plan 1, 50 deposit and 5 rent. 
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✤The user's daily profit is calculated based on the deposit amount. 
 
Withdraw  
 
✤The minimum withdrawal amount is 10 USDT. 

✤Users can only withdraw once every 24 hours. 

✤The maximum withdrawal amount in each transaction is 5000 USDT. 

✤ do not hold more than 5000 USDT in available balance, a maximum of 5000 USDT only 
will be paid to the user. 
✤In each withdrawal: 

✤90% will be sent to the user's wallet 

✤2% will be sent to the owner's wallet 

✤ 8% will remain in the contract (This 8% is given to referrers as commission) 
 
Referral System (Match Bonus) 
The contract pays an 8% referral commission on daily profit over 7 levels: 

• Level 1:         2.0% 
• Level 2:         2.0% 
• Level 3:         2.0% 
• Level 4:         0.5% 
• Level 5:         0.5% 
• Level 6:         0.5% 
• Level 7:         0.5% 

 
Notes: 
 
•The referrer is specified once at the time of the first deposit and is assigned to the user 
without the possibility of changing. From each withdrawal, the referrer will get his 
percentage. 
 
•The referral profit is based on the users' daily profit, and during withdrawal, the referral profit 
is transferred to the uplines according to the specified percentages.  

  
Link to City of Paradies Audit: https://hazecrypto.net/audit/CityOfParadise 

 

https://hazecrypto.net/audit/CityOfParadise
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Smart Contract 

 
 

On the Binance Smart Chain (BSC): 
 
Drive on over to 
https://bscscan.com/address/0x383684915AD4549884125d529df3BB45A3d479EB 
to find Our Smart Contract (CA) at  
address: 0x383684915AD4549884125d529df3BB45A3d479EB (Source 
Code Verified) 
 
On the Ethereum blockchain (ETH): 
Drive on over to https://etherscan.io/address/ 
0x06e38873bcc297973da665968051f863fd7d5793 
to find Our Smart Contract (CA) at  
address: 0x06e38873bcc297973da665968051f863fd7d5793 (Source 
Code Verified) 
 
 
We are a City of Paradise clone.  To do your own research and take a 
look at the City of Paradise Smart Contract, you can see it at: 
https://bscscan.com/address/0xFA209F94EB56A856Bf3A459C87D18d0eC9EbFd50 
the Contract Address (CA) is: 
0xFA209F94EB56A856Bf3A459C87D18d0eC9EbFd50 

 

https://bscscan.com/address/0x383684915AD4549884125d529df3BB45A3d479EB
https://etherscan.io/address/%200x06e38873bcc297973da665968051f863fd7d5793
https://etherscan.io/address/%200x06e38873bcc297973da665968051f863fd7d5793
https://bscscan.com/address/0xFA209F94EB56A856Bf3A459C87D18d0eC9EbFd50
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Disclaimer: Not Financial Advice 
 

Hold onto your moon and mars boots, fellow members! Before we embark on 
this wild ride with Wall Street Memes new and improved true memecoin (WSM20), 
let's take a moment to remember that the cryptocurrency market can be as volatile 
as a bull in a china shop. While we're all about spreading fun, laughter, unity, 
community, and the strength of memes, it's essential to acknowledge the risks 
involved. 

 
First and foremost, please remember that WSM20 is not your financial advisor. 
We can't guarantee astronomical gains or predict the future of the market. 
Investing in cryptocurrencies is like riding a rollercoaster - thrilling, 
unpredictable, and sometimes stomach-churning. Only invest what you're 
comfortable with losing, because, hey, memes may be powerful, but they're not 
a get-rich-quick scheme. 

 
Furthermore, the crypto space can be a breeding ground for scammers and 
fraudsters lurking in the shadows. Watch out for impersonators, rugpulls, and 
suspicious schemes claiming to be associated with WSM20. Always double- 
check official channels and resist the temptation to fall for fake promises. The 
sad reality of the crypto space is that the scammers are relentless, tech savvy 
and most would happily steal their grandmother’s last nickel without any 
remorse whatsoever, so be super careful and diligent. Above all, never give out 
your wallet secret phrase, nobody but a scammer will ask you for that. That is 
yours and yours alone, the instant you share it, your funds are gone, no 
question, and you’ll never get them back. 

 
Keep your meme shields up and stay informed about the latest updates and 
developments. 

 
In summary, Wall Street Memes 2.0 is just a memecoin, not any exhilarating 
project that aims to reshape the world of finance with the power of memes. 
However, just as memes can go viral or fade into oblivion, the value of 
cryptocurrencies can fluctuate wildly. So buckle up, do your own research, and 
join us on this incredible journey with caution, a sense of humour, and a keen eye 
for opportunity, enjoy the ride although no doubt, it’ll be a bumpy one! 
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Let's show the world what the meme community is capable of! Together, we'll 
weather the storms and create a new era of meme greatness. Get ready to 
meme 2.0 your way to the Moon, Mars and beyond! Eat this one up Elon!! 
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